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Abstract of JP2000003336 

PROBLEM TO BE SOLVED: To provide a user authentication method and a 
user authentication system which can prevent an illegal use of a portable 
type data communication terminal by a third party. 
SOLUTION: A pair is composed of a user authentication device 10 and a 
portable type data communication terminal 20 and a memory is made to 
store a user code common to each other. Then, radio communication is 
performed by a user log-in demand or timer management at every constant 
interval of time between these two devices 10 and 20 and it is confirmed that 
both exist in a communicable distance. Here, if both exist in the 
communicable distance, it is certified that the portable type data 
communication terminal 20 is in an appropriate use state and, only when it is 
certified that it is in this appropriate use state, access to a host computer 30 
from the portable type data communication terminal 20 is allowed. 
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©P a TTtSlIftfB£^m9T&C<!:K:J:9. ftrfBSi^M 

f- $ 'Mmwmm. t mn a a.— <f biess t » jc m 

U IWBSB^^-itfflfijSslcSWDBfffiOttfPSfflF^I 10 

C t Zft®. t f £ a. — if BIEfriS. 
[IB*3B2] BUlBiSiEttfRtt. a— !f{c@W©3"K 
tf mxh <0 . *a^3^B©BffflHR 

i. MlB3-ifBIIi^©|gIEtilfR©— S5cT-S^S^5r 

fl^tscitao, friBisaE^tf^cii^mi-rs 
#>e>§c«&m3ftri!?fB** bmmicmaiztizct&ft 

m. 1 1 £ li^ffl 3 IB«S©^ - If B9E&&. 

<t i -r zm#m 3 tats© a - if bie^s. 

[ff^6] BylB^M^-^affffi^SCCii^-C 30 

*> c t*ftm±-?zm?m 1 ia*g©j.— fbie*!*. 
«©:x— »fBiE£ffi. 

[lt*J!8] HiTiBigiE*?T 5 *§-£■«:. mmmf-ZM 

SEJSST. BtJfBSL^tffRi^-— !f^liE^gi&i*-rS^!aE 
ttfR<t£^OBaEfSgff#££)&U C©BaBE;gfI# 40 

{mm 9 ] «if- * jiff wrnxt ^— tfisaE 
KB t % m z. tc a. - if isse x -y a -e * o r . 

«. **i**iea©BiE»«*iEtt*$ait*K£. «r 
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*U BUlB^Mf r --^jiff«*Slg<bBtflB^-1fiiaE 

BK&S? 5 - * iHfiftjfcJSg i BJgBa— If wmgmt 
l>CCBufB»li^iifB#©©Mff nJ«6«Hrt(c#ft-r ^, c <t 

[fi*^io] Kraaa— tfKHsai« v aB©sBEi* 

HMfB^M^-^ilftffi^gtt. tflSaE^g 
*»6HiEflMR«r«fir4«t!l8«m#Si. SfaUfclSaE 

a*6»anf #»**r l . 
iaissES*©3*ft^. Mia j.— tf sgaE£aaa> 6— ^b#bi 

BBP^-Ottffi^fefBffiCfcfBlS^-ei^ H>ifaiB1S# 
SCCl2mLfcay^>t»f6^BirfB^X h«gccinui-r-5> 

© J- — if A = 

[^©IffflifelSaj] 
[0001] 

[WH©«T&SHW#»] iSSf-flf 
^©a-ifigSE^sfeR^^-if i2aE->x 7- AicM-f 

•So 

[0 00 2] 

[«e*©^] ^©r-^afts^gf^x hn> 

fflijTn^^>?:fFBjf -5>fc«t>©tffRi Ur. ^.-if^rliS 
J3'J"f -Sfcifc©/**^ J.— tf%g!55E'r-5/c»© 

[0003]15«, f-^jiffiS^^S**^ h3> 

3 0fCD^^>-rs»^. 3.— tf(iA^jSP3 2 0*>?>9f 
3e©»fPtcJ:*ny-f>s**tf 5. ^-^jlffffi*^ 
m.2 0<DT9-tzmW$H2 1 0B. A^JSP 3 2 0 3&> 6 © 



[0 00 4 ]^C, ^XF^>fa^^30J:Dr^^ 
> h«i^X7- K*S*Sti4i, 7^*SIW8B2 

>f>«$64 OTftiT^V h«4^\xy- F*A*T 
fit, CCDP^>f#$R4 0#** h=3>b:^- 
*3 0tc3|i3ti. K<D— S^CJ:^ 

[000 5] 

<Z>tc&, COD y >»S©A**»3 t(cS»fi6 

ft*ffi»»s*:#<tcs. *fc, ^-^ama^a**!* 

Kfrtta^- if mm ? a *m&? z> c t *c & & . 

[0007] 

^si^m^- 3? Mftffi*«g 4 ^ -if mmmm t * 

fiS*«B 4 fTta^ - if BBEJg fi 4 Offl-r igiEWa * 

a? aft 4B*saioBf3e<ottft*i¥ * <=t 5 ct c fc c 4 
£#m4-r£ 0 

[0008] mmmr-zmmtfffi&at 
<fc^-ifBiEiga4*«Afc^--ifSiE^^'f-Ar*r> 
frEO^^-^am^saauwE^-ifBtt 

4, t^B^*«*«Kj:o^oasi»3"fs«e»afi* 
&£**ru twa^ffl^-^afltt^aiaria^- 

tfBHSSB £ ©IHTBffitfWIl* *>«5W0"r*C£«:j: 

a ± asi > ccfria^afi^a^aft^iffiisHrt «c??ffi 
t£c4£bieu HsrE«^tf s -*a«»5ra6a©»f 

[000 9 ] **W©^.-1fKfE^ffiSaf^.-tfKffiE^ 

^-rAcc^^r, ^s^-^ams^ai^-ifB 
■rasatt2oiar«flE3n, s:i>«:ji«6a«*tf5* 
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iorar^jaafftcAfp^oBxo-rscir, 
c^caftnifiBiSHrtccsft-rscii^sfE-rSo 

ny-f>*ftprrs. BiE*^JS6«J<D»^«:«. 

10 iiwwu a^M^^am^^aosii^wgT 

[0010] 

etT, *»MCc<fcSa-ifBaEj6' 

ffis - if bse <dhss (ojg jstc o ^ r mm t 

HUt **WCc«fc5^-— ?fBiE^f-ACD— W% 
^rT^n y #B-C*S D 0 1 &C7jVrJ:5K:, *#1od:x- 
tfBSE^f^tt, jl— tfB5E*Bl OilSSf-^ 
aS4S*i6B2 0i'rio(D^r*«lJfltL, cn^2o 
20 ©SB10, 2 0|fflT\ fffit©0^>f>S^- 

fibs©* v^gs^c j: oT^aft *tf o\ w#jwm' 
pj«aiBiiiec»rsci4saB"r*c<b'c k asss?* 
- * aft ffi^a 2 o 3waiEtt«ffltt»K: * * 4 but 

£*>©r*?K C(DjaiEft^t<;S8«:*4iBiELfcJ8' 
3>hT*-*3 0^(DT^-feX^|^oJ-r-S*>CD"C*^ o 

[001 1 ] ji-if BiEiEa 1 0 siaasft spa 1 1 

0i. JS^DataiiSgBl 2 0 4. MS^fiSPA 1 3 0 
^-tfCode^U 1 4 0i*St5. teHSffSRA 
30 HOtt, ^M^- ^Mff ffi^a 2 0^ 6©BiES 

murj£SDataSfiSSBl 2 0tcm^-r^>o ^-IfCode^ 
^VAUtt, ^-IfBSESSBl 0^Wb"CC^^-1f 
Code^rfBti Ufc fe<DT?* 0 , C (Dn— tfCode^JCE^Data 

1 2 0 ^cai^-r h 0 ££^Data£j&gP 12 0IJ, ^ 
S^ff^A 1 1 0 J:0A*?n/c£LS5:Data4^-1fCode 

1 4 0 J:0A^^n/c^-1fCode^ffl^T, ISS 
OataSftj^O. «E«3HffSPA 1 3 Olcftt)'? & a MUM 
ft SUA 13 0B, jS^Data^SSP 1 2 0 <fc 0 A^l $n/c 
40 jSgData^^BllEjS^ff-^^^L, ififl^CjCot 

^a^- »ae«^«8K2 o cease -r a. 
[0012] a^M^- *am «^SSB2 o 

T^*feXtiJfflIgP2 1 0 4, SU»*^W2 2 0 4, MMRSS 
ffSPB 2 3 0 4, ftfittSftSISB 2404, JL-1fCode^ 
U B 2 5 0 4 , tb^Data^^XSP 2 6 0 4, Datatt^lSP 
2 7 04, V?'{>m^* t )2 8 0 4, BSERIR^^ 
V2 9 0 4, S^^>fv3 0 0 4, a{f*UfflJa$3 10 
4, A*8P3 2 0 4«r*-r* o T ^-fex$ljffljg|52 1 0 
A*3B3 2 0*s6©oy^>S*tCfSGT, T^-fe 
50 XT^^X b^>fc:cx-4?3 0^CDD^-T> • P^T^ 
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mk^%2 2 0tt T#^*SiJfflia$2 i 

(Dm^C <fc 0 SL»*IS*fe L , fetftiSfiaiSB 2 3 0 SWh 
«Data*fltS82 6 0tC*fUrSL»[DataS:HJ*-r4o 
[0013] te^ff gpB 23 08, SL»*^SP2 2 0 

IfBHSBl 0*6©HHB£S«#%S»b, SfEt&S 

ft 6jDS§Data£HK «5 ffl U T Datatfct&SB 2 7 0tC 10 

ffi27T& 0 ^.-IfCode^* V B2 5 0tt, :x-tfS£E§£ 

r*>0, Jt«Data*/aSB2 6 OCCULT, a -If Code* 

[0014] Jtf3Data£#Ktf2 6 08, SL»affiSB2 2 
O^^A^SnfcSLftDatai^-lfCode^^ V B 2 5 0 

U Dataibf5gP2 7 0 &Cffl;trr4. DatafcMSSB 2 7 0 
8, Jt$$Data£/£§|S 2 6 0 6 A^l 3 *lfcJt«Data& , 
fc6»3ft g(5 B 2 4 0 to h At) $ tlfcjSgDatai * Jt« 20 

u ^<Dsm^r^-fe^©j®g|52 i otcmji-rz. S« 

£^v3 0 08, T^H2**lfi5P8B2 1 0**SLSg6£8B2 
2'0CCjg^*ffiL/cfi^6/7^>h*BH*&L, — S^f 
IBUStt L X &Bffi£§fi#rt*3« 3 n Stjfe o fcatefC , 
7 £ Hz* SWOTS 2 1 O^-rAT-) hfcfflfcrT*,, 
>f >1ffHM-ty 2 8 Ott, *X h rot.*-* 3 0 ecu 

•fe^$lJfflJgP2 1 0 3^6©S*CCcfcO, n^>fif$R£:fcH 

[0015] BffifflH#-f v2 9 08, — fi, X2#J> 30 
^BSEStifcfft^^ff-^^^^ h4P»&b, n^> 
«FiHDBHiifB*^-1fBiEiiai OOcStfLT— 

-eog^r^^x$uffljgp2 i o^aKD-r*. c<z>MfcKc 

*fUrr^42^WJiaaJ2 1 08, Datatfc«S|$2 7 Ojfcfc 
©tb^SS^A^f-r ^> c itc 0 . Jt«ra***-»tt& 
1ME*J (feTF\ BiEOKil^) ilt, n ^ >t#$B 
^^•;280J:D, a^-Y >cc^S«ct»*H*S*aiLa 
f!*"JWP3 1 OtCfcttfjLT, *XF3>f*-^30^ 

73 o otfizj&T? b Ltcm^tax. Tztxm 

m»2 1 OttBiPFnJ <«*K BKNG£l>5) il 
X. ffl«WffllW3 1 06C»L"CWK»**a*U. *X 

[0016] «±©<fc5KB!Elffl»#-f ^2 9 0SC<£o 
TBSEIftf^f ^PJPBiLT« % ilfl* tea— ifBSESg 
El 0*»^teJt.— tf^^Mr : -^ilff^^E2 0 
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*fc. CO<t5ttBSE^FB*^-1f3&S3T5e©»f¥*lT5 
Cit, SfiEraH*-f72 9 OCCpI^K^t?*SJ:^ K 
Lr*>J:li. *fc, a— tfBSESKl Oilgif-^ 

aft^*»E2 o i©«6taam"5JtBft»5ffl5coc^Tfe, 

^-1fcD«ffliB*ecJ:oTa^#*6ti43&s, #'R8ifc 

esbi occ*sws«a8ase»A i 3 o©asf&a**u 
[0017] as^ ^wtcfci^rteffl-rs^-^am© 

h8, mtf^mtS (PDC^S) 
PHS (^v^WN^^^^fA) ^cD«rf*l 
ft (RCRSTD-2 7, 2 8 ) -? Z> 0 

/t/cU iW^y v V t LT8, $i/XrA« 

JBL»*fe<Z>T*£„ Sfc, a— tfCodei LT8, fitt 

^^•JAH, ^^e»;B2 5^8, ROM*fflCin«ct 

1^0JT^ O H2tt, *W6C*5W-5i-1fBiESggl 0CD 
8, *«CC*$tf -Sa^-?- ^ffiff 2 0 (OSbf^ 

^ir- a38^cr^*fex$ijfp 

§152 1 0<Dii>fE£^U H4B, «RFtC^-tfBiEfia 1 
[0019]*f, H2Cctelir. a— ffBlEiiaiO 

8, nm&xm, m^mn^im^-ox, mrnm 
rfc^, ^l^ffgfSA i i occrsft*0 3^<t^3!p*^ 

(^?^S20 1) , 3ft#&l>t§£ (X-r- 
•;«2 0 2) CCK, S««#W«i©^*^^*«IOig 

T (^f-^S 2 0 3). Sff^OCOJa^ (XT 

^S2 04) tea, ^SffgPA i i oicr, §fiu 

/cBfES3Rff#^ 6 £l$!Data££R ^ffiO Ufy^S2 
05), CESData^^SBl 2 0^ffl*"T4 (Xf77'S 
2 0 6) 0 |J5SData£^Sai5 1 2 0 8, zl— tfCode^^e U 
A 1 4*»6^.-1fCode*K*|f|L/ (^7*^7'S20 
7) , SL^Data<b^-1fCod^6l£^Data^^£b 

r^*s 2 08) , mmmm spa i 3 0 t<cmtt & (x 
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f^s2 09). m$mm sr a i 3 o at. is^Data^ 

BE» 1 2 0 3^6 A* 3 ftfcjfcgDataJ: 0 . BSEl£51f # 

Uf^s2 io), mum^icrmmrz 

Ur^7'S2 ll)o aSfifttt. Btf»Bf?%t*WK: 
R£ (^f^7'S 2 0 3) 0 

[0020]-^ i3m^ 4 mw&7-*mmtii 

0, A^&B3 2 0^6©n^>S*3&5*&3!P<b'5*»* 
(Xf^'S3 0 1), n^-f 
Wr>; 3 0 2) n ^ -C/gjR^&OD* 

* * ^^r^OigT (Xf^'S 3 0 3 ) 0 a^>f 

corns (xf^s304) tc«, siEfltiS Uf 
■>7*s4oo) a— ifBfEiga 1 o t<om@<o 

JK5CC<fc£BffiE*»3BT5 ^S305) . BiE 

%b Uf^s4 0 0) ©jaffitcoi»r«, H4tcr 

CCt, BiENG (Xf^7'S306) 

3) . 

[0 0 2 1 ] SiEOK Uf^S3 0 7) tc6tt, T 

a^>f>«ffl*H^fflU (Xf ^7*S 3 0 8) , 
*R4ffl«fMfflJ8B3 1 O'MJWjO Uf-^S3 0 9) , 
^^h3>t^-^3 0^ni/>f>T^ (^r^*S3 

io) 0 u#<om*. T^-t:XfMffimp2 i oojg^c 
<t«3. wmmmm^z 9 o*bb*&u Uf^s3 1 

2) . *©BiE«Bit<D A7»J h«f%tt«i& 

4) . ^^AT-) h~CfrO>ig^ (Xf^7'S 3 1 5) 
6*. A#3B3 2 O^^oaWJ hS3R<DW&*** * 

Uf ^7'S3 17) , 0^7«5hS**J&»h« 
(^f-9^S318) . BffiERBPB#-fv2 9 0<D% 4 A 
h** (Xf 77'S3 13) fl n 

hS*36iftti« (Xf 77*S3 19) , BfEfflH 
^^72 9 0?:»L 9^S3 20) , SUNG 

0»^iPI«0«yi*tf^ Uf ?^S3 24) . 
[0 0 2 2 ] BffiERBH#^v2 90#*>f 

h b/cig^ (Xf * 7'S 3 1 6 ) CC&i, WCXiSiEBtig 

(^f^s4oo) *tfi^ tfBH*ai©am 

©j£SK<fc£BfE*«B*r£> (X"rv 7'S 3 2 1 ) 0 c 
cr, B1IEOK Uf?^S3 2 2) &6«* 
BgBIE56B£^2 Q-CQ^-^ittDiEf (Xf>; 
7*S3 1 1) e BUNG (Xf-^S 3 2 3) trfctf, 
r^-i2^SBffll3|J2 1 OMt, iiff*fl«3 1 OKfcHT^J 
«fS*4U10 7*S3 2 5) , hza^tf*- 

£3 0*6P^7-5 hi (Xf^7'S32 6) , B^'A 
*SB3 2 0^6©ti^-<>S*fiPtS^ttJ»«:M* (* 
f 7 7'S3 0 3) 0 

[0023] a4ccfci^r, bseaib (^?»^s4o 
o) rra, s-r, r^-fe^»SR2 1 o^fcoissvc. 
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£L8fci*£gP2 2 0^TSL»Datetl6a3ttr«eWiSe» 
B2 3 0^ffi^ Uf^S40 1) . MURSgfiS 
B 2 3 0 it. SJB&t&StZ 2 0 J^e>A*Sttfcft»taata 
«fc«5. BiE»*fi#**fiSL/ Uf-;^S4 0 2) , ft 

»«#ccrja6e-rs Uf-^s40 3) . amat*. 

f^7'S404) s BfiB6Sfi#C!)fif%*»tt«CcA 

10 [0 024]flt, C©«p%*Wttffl4>tt, fttt3<3 
ffiB2 4 0t?3M*9^£'5#>**x?#L (X-r^^ 
S4 06) , ^m^t^m^ (Xr77'S407) CC 

5ff £-Tv3 0 0O^^A7^ h£^:c ^l (X 
f77'S409), ^YA7»)hr&tfhaUf'^ 

s4io) , ^mm^mmco^^ y?*mK>m? Uf 

7 7'S4 0 5) 0 Sfc, §fi*9G>»-& (Xr^'S 4 
0 8 ) Cctt, flS^SflpRB 2 4 0 Wt*«LfcHSEj£Sfi 
#^6jSSData*BX0UJL ^S414) , Data 

Jt«BB2 7 CMH;frr* (Xf^7'S4 1 5) D 
20 tbfiSData£j&SP 2 6 0 tt, SL8S0S£BB 2 2 0*5>A*3 
tlfc (Xf^7'S4 1 6) SLISDatai, ^-IfCode^^ 
l JB2 5 0^6S^ffil/c (X^^7'S4 1 7) :x-1f 
Code*ffiffiL"C, i£«Data*£j£U (Xf ^7*S4 1 

8) , Datafcfc«SEgB2 7 O^ffi^T^ (Xf ^7*S4 1 

9) 0 

[0 02 5] CC-C, DatafcURW2 7 0 It. 
B 2 4 0 ^ 6 A* 3 n/cjS^Datai , Jt«Data£l£8IS 2 
6 O^^Xtf^tltcttmOatat^OML (Xf^7*S 4 
2 0) , -aOtl»fca^ (Xf 77*S422) tCtt, 
30 BiEOKiL (Xr';7'S423) , T^/^/c«^ 
(Xf77'S4 2 1 ) CCU, BIENG (Xf^7'S4 1 

3) £-r& 0 fir, BSE«je»7a«, si^^v3 

0 0«ir Uf^S4 2 5) , BBE5tB***7 
(Xf^7*S426) . S/c, Sfi^-f -73 0 0*s 
^U7^ bitterns (Xf^7'S4 1 1 ) tt. tb«Da 
tai J£S Data*s^— a©»^- i (Xf ^7*S 
4 12) 

[0 02 6] «±C0 J: 5 tt*«CC «th«, Mif- * 

ii««^es2 o teaser % jl— tfBiasa i o tm^ 

»^3fc9*tC<fc4»3#*^©*^ hra>t*^-^3 0CC 

ifc, *«-c«, *Si»a«*3pjfflL/r^«!rB 

SE%tf^fcd&, ^-1fB8E«Bl Oia^S^-^flUs 

^finite* 9 pJteH=«:4>fc <tac<t3isr*a. 
[0027] $e»tc, aiawMrBffiiffsfctf), 

IfBiE^g 1 0 i^§27 r -^ilffS*^a2 0 <bOg& 
50 (K^SItiSiBiENGiaD. ^-ifaaasBi 0*^ 



(6) 



m*WTCl,»SJ:5&i»£K:fc. OSS!'? 5 - *iHBiS* 
Hg2 0itJ:-5>*X h3>f 3 -^3 O'MOT'i'-fe^tt 

[0 02 8] Sfc. *Wri*, ^!fiE^-?T 5E$(C. 

?v >tt * y 2 8 0 {ciettufcp ?v >t»«*aiH 

[0 029] i&ls, «±©«|-CB. ISaE©MS«Cj;9*IJ 

t^. 20 
[0 03 0] 

[|^HJ©am] W±ift9aLfcJ:5K*^IB©JL— tfiSffi 
[0 03 1 ] £ fc3jc|6l§©^— tfHiE^^T-A-CB. 
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Sir- »afli&ft£X& a— !f^iBBi©IHIt?j|iaa 

^r«a*fflrtK:??aE-r*ct*BiiEu» a^M^-^ii 
m4S5^a©^f jtott^^SFnj-r & £ 5 «c l fc. c ©fc 

sstirricijwt?*. r - $ aft ffi^g©m 

[0ffi©fgi|i&S&Bjn 

[01 ] *^{c±4jl— •FigiE^^AOfllfiSt&tein 

[12] 0 nc^T^-tfl^^x-^Atcfews^-if 
ISEfeg©S(jf^%^-r 7B-?t-Ft$>5. 
[03] 0 1 (cSVTa-ifSSE^x^AJCfcW^SK&S 

[04 ] 0 1 K^fa- tfigiEVXT-AKfcWSISaEa 
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